Solution brief

HP Proactive Security

Help keep your organization safe with a
multi-layered, endpoint security service

Defend against cyberattacks without changing user behavior or increasing IT's workload with
HP Proactive Security, a managed security solution right-sized for medium businesses.

[F Protection you

can trust
Protect endpoints from cybersecurity
threats with multiple layers of proactive
protection that use government-grade

isolation and advanced deep learning
technologies.

@ I||| Simplified security

—/
— management

Benefit from an advanced security solution,
including actionable insights, without the
complexity or need for in-house expertise.
And free up IT to work on strategic projects.
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@ Keep employees

happy

Empower your employees to work
how and where they want, with their
choice of common productivity tools
and applications—without the fear of
compromising their IT networks.
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» Aprotection-first approach » Comprehensive and worry-free = Invisible layers of protection

Stop zero-day attacks with a multi-layered
defense that combines industry award-
winning deep learning anti-malware and
isolation technologies.

« Government-grade technology
Secure your endpoints with government-
grade technology that's trusted by
sophisticated government agencies and
has been adapted to address the needs of
medium-sized businesses.

« Bebetter prepared
HP Proactive Security customers are eligible
fora $0 incident response retainer from Aon,
including an hour of consultation for fast
breach mitigation, and also have access to
cyberinsurance?

Advanced deep learning anti-malware
protection

= Detection of both known and previously
unseen threats

= Static malware files and file-less threats
protection

» (Cloud-based reputation analysis of files
« Detects malware evasion technigues
= No signature updates required

= Multi-0S coverage for Windows 10,
mac0S® and Android™

solution management

Free up IT to focus on strategic projects instead
of security threats. With HP Proactive Security,
amanaged cloud service, certified security
experts provide ongoing management of

the solution.

Expertly managed by certified

security professionals

Help protect yourself against future attacks
with device protection monitoring and forensic
and kill chain analyses by the security experts
on our managed service team.

Timely and actionable analytics

and insights

Monitor the security of your devices from HP
TechPulse's® one-stop dashboard and receive
reports and alerts about unprotected devices
and insights on attempted threats.

HP Proactive Security includes:

Real-time threat isolation protection?

« Email attachment isolation

+ Chat link and file sharing protection

Protection from documents sent by
phishing emails

File download protection

« Corporate website whitelisting support
forIT

Security analytics and reporting
through HP TechPulse

* Protection status and gap by length
of time

« Mostimpacted devices and users by
prevented threats

» Threats by type, source and over time

Help protect employees from cyberthreats
without creating barriers to their daily
productivity with processes that work behind
the scenes.

» Freedom to work uninterrupted
Give employees the freedom to work how and
where they're most productive with security
for Windows, Mac, and Android devices.*

HP managed service
= Analysis of threats by Security Experts
« Detailed malware kill chain analysis

= Monitoring of isolation protection on
endpoints

= APIs for SIEM integration

Learn more at HP.com/proactive-security

.HP services are governed by the applicable HP terms and conditions of service provided or indicated to Customer at the time of purchase. Customer may have additional statutory right
Elde ng to applicable local laws, and such rights are not in any way affected by the HP terms and conditions of service or the HP Limited Warranty provided with your HP Product.

.Purchasers of the HP Proactive Security in the U.S. only are eligible for a $0 retainer and one-hour consultation included with optional incident response services from Aon.

. The reporting in HP TechPulse focuses on identifying threats and their source. HP TechPulse is GDPR and ISO 27007compliant.

. Isolation technology requires Windows. Deep learning technology requires Windows, macOS® or Android™ systems. For full system requirements,
please visit www.hpdaas.com/requirements
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