Secure With
Microsoft Surface

Future-proof your business with advanced

cybersecurity solutions.
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Operating with outdated hardware leaves companies open to attack.

Keep your guard up.

It's a great time to be a bad actor. Between common business challenges and changes in
how we work, there’s a goldmine of opportunity for those with ill intent:

86% of SDMs say that outdated hardware leaves organizations more

open to attacks.

- Data lives in more places than ever.
- Data is flowing in higher quantities than ever. Eﬁ
. Endpoint environments are complex, dispersed and disparate. 87% experienced at least one firmware attack in the past 2 years.

= The gaps that let malicious actors get in are harder than ever to spot and remediate.

The numbers don’t lie: 42% rank security as their top priority over performance,
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More people are working remotely, which expands the corporate network and opens the el iy e o reicl iy

door to more risk.

0 ...
M®@| 60% of organizations have employees who are remote at least some
L@ rg; of the time.

3 in 4 employees feel that the move to hybrid work leaves their
organization more vulnerable to security threats.

E 70% of Security Device Managers (SDMs) are worried about the risk of
—E device theft.!



Security’s not simple.
But it’s simpler with Surtface.

There’s an industry saying: A security breach is a matter of when, not if. And while there
may be no way to predict and prevent every possible security event, Surface ensures you've
got everything you need to build a defensible endpoint environment from the ground up.

Don’t think a device can do that much to help? Here’s what Surface has to offer:

BitLocker®

Bolster security with a
. Full-stack security out
device refresh. i

Firmware TPM chips
Cloud-powered Microsoft 365™ Defender

of SDMs agree modern recognize that a Built-in security chip »  Microsoft® Endpoint Manager
86% hardware would 829 Trusted Platform to cloud « DFCI
help protect against Module (TPM) can bring
future threats. : greater security.’ Hardware isolation, encryption and malware

Windows-enhanced protection

hardware security « Virtualization-Based Security (VBS) and
What if you refreshed your risk-prone, outdated devices with devices built to minimize Hypervisor-Protected Code Integrity (HVCI)
risk and maximize control?
Secure supply chain with all hardware and software

See how Microsoft Surface delivers. Devices you can trust o
verified before assembly

Surface® devices deliver the strongest security protocols Microsoft has to offer. With a
defense-in-depth approach that layers built-in security from chip to cloud, Surface gives
you leading-class protection for devices, users and data while reducing IT complexity and
streamlining management.



Stronger together

Surface + Windows 11 Pro + Microsoft 365

Modern Microsoft Surface® hardware and the advanced security of Windows 11 Pro are the
ideal combination for better device protection.

What you get from Microsoft:

Hardware-based security

= TPM 2.0 requirement

= Hardware isolation, encryption and
malware protection

= VBS and HVCI*
= Hardware-based root-of-trust
= Microsoft Pluton™ technology**

Application safeguards

= Smart App Control*** (new)
Windows Defender Application Control
= Microsoft® Defender Application Guard

Cloud-based management

Identity and privacy security

= Enhanced phishing detection and
protection with Microsoft Defender
SmartScreen® (new)

Presence sensing** (new)
= Windows Hello® for Business**** (new)

Privacy controls for location, camera and
microphone

Operating system protection

= Secure Boot and Trusted Boot
= Advanced data encryption
= BitLocker Drive Encryption

= Windows Defender Firewall and
Microsoft Defender Antivirus

= Policy management with Microsoft Endpoint Manager

= Identity management with Microsoft Azure® Active Directory®*****

= Deploy company PCs preconfigured with security policies using Windows Autopilot***#***

Built-in security. Built-in benetits.

Modern Windows 11 Pro devices enable enhanced security and additional benefits like
improved productivity and collaboration and lower total cost of ownership.
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Reduce device Mitigate Boost Improve device
maintenance  :  securityrisk i  performance ROl and
costs. i andspending. i and productivity. : lower TCO.

*Enabled by default on new Windows 11 PCs

**Hardware dependent

***Devices running previous versions of Windows 11 must be reset with a clean installation of Windows 11 Update 2022 to use this feature.
****Requires specialized hardware, including fingerprint reader, illuminated IR sensor, or other biometric sensors and capable devices.
***kxSold separately

*xkkxkAzure Active Directory required; sold separately



Why Insight for Microsoft Surface

Insight can help you get the most from your move to Windows® 11. Ranked in the top 1%
of all Microsoft partners, Insight will provide best-in-class service and peace of mind that
your transition is being handled by true Microsoft experts.

Our partnership and scale

Our 30+ year partnership and
. lT :  substantial investment demonstrate our
InS|ght@ commitment to Microsoft products and
5 maximizing their value for your business.
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Partnership Scale

= One of Microsoft’s largest Global Resellers = Insight sources Surface® to 49 countries,

= 2021 M365 and Surface Partner of the Year in 14 currencies and 16 languages.

. 2021 Microsoft Worldwide Microsoft 365 & = 30,000+ devices are moved through Insight’s
Surface Solution Selling Partner of the Year distribution every day.

. 2021 Microsoft Worldwide Solution = Seven ISO-certified warehouses and

Assessments Partner of the Year integration facilities (U.S./UK/GER)

= 2020 U.S. Partner of the Year
= 2020 U.S. Fastest Growing Surface Reseller

= 2020 U.S. Surface Transformation Reseller
of the Year
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Discover best practices to Get the right Surface Prepare to deploy Surface
ensure optimal outcomes. devices efficiently and with a custom look and
effectively with Insight’s feel through Insight’s
e-commerce and Integration Lab offerings.
procurement strategies.
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Quickly integrate Surface Manage your Surface Securely and conveniently
into your organization inventory through our dispose of end-of-life
through automated warehouses and obtain IT devices utilizing Insight
deployment features. support from our Device Lifecycle Services.

Gartner-recognized
Workplace Services.

Learn more about modern solutions for a more secure workforce.

Visit www.insight.com.


www.insight.com

About Insight

Insight Enterprises Inc. is a Fortune 500, industry-recognized solutions integrator
helping organizations accelerate their digital journey. Insight Intelligent Technology
Solutions™ inspire clients to be ambitious about business transformation as they
modernize workplaces, applications, and cloud infrastructure, and establish new
ways to work smarter through intelligent edge, data analytics, artificial intelligence
and cybersecurity. Based in 19 countries, our 11,500 teammates serve clients
globally, building meaningful connections based on values of hunger, heart and
harmony. We deliver global scale and localized expertise to architect, implement,
manage and secure IT today while transforming for tomorrow. Discover more at
insight.com and solutions.insight.com.
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1.800.INSIGHT | insight.com
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